UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
PHUONG BACH SAM Poc lap — Tw do — Hanh phic

S6: 160/UBND-VHXH Bach Sam, ngay 0/ thang 7 nam 2024

V/v 16 hong an toan thong tin anh

hudng cao va nghiém trong trong

cac san pham Microsoft cong bd
thang 5/2024

Kinh giri: Cac nganh, doan thé, CBCC phuwong.

Theo thong bao ciia Cuc An toan thong tin - B6 Thong tin va Truyén thong vé
16 hong an toan thong tin anh huong cao va nghiém trong trong cac san pham
Microsoft, véi 59 16 hong an toan thong tin trong cac san pham cta Microsoft. Trong
d6 dang chu ¥ cac 16 hong bao mat sau:

-L3 hong an toan thong tin CVE-2024-30040 trong Windows MSHTML
Platform cho phép ddi twong tan cong vuot qua co ché bao vé. LS hong hién dang
bi khai thac trong thuc té.

- L3 héng an toan thong tin CVE-2024-30044 trong Microsoft SharePoint
Server cho phép doi tugng tan cong thuc thi ma tir xa.
-03 16 héng an toan thong tin CVE-2024-30051, CVE-2024- 30032, CVE-

2024-30035 trong Windows DWM Core Library cho phep dbi tuong tin cong thue
hién tan cong leo thang dic quyén. L6 hong hién dang bi khai thac trong thuc té.

- Ld hgng an toan thong tin CVE-2024-30042 trong Microsoft Excel cho phép
doi tugng tan cong thuc thi ma tur xa.

-Ld h(f)ng an toan thong tin CVE-2024-30033 trong Windows Search Service
cho phép doi tugng tan cong thyc hién tan cong leo thang dac quyén.

- L3 hong an toan thong tin CVE-2024-30043 trong Microsoft SharePoint
Server cho phép doi tuwong tan cong thyc hién tan cong XXE.

Thuc hién Cong vin sb 804/STTTT-BCVTCNTT ngay 17/6/2024 cia So
Thong tin va Truyén thong tinh Hung Yén; Cong van s6 1041/UBND-VHXH ngay
24/06/2024 vé viéc 16 hong an toan thong tin anh hudng cao va nghiém trong trong
cac san pham Microsoft cong b thang 5/2024.

Pé dam bao an toan thong tin cho hé théng thong tin dung chung dang dugc
trién khai tai cac nganh, doan thé phuong. UBND phuong dé nghi cac dong chi
Trudng cac nganh, doan thé phudng phdi hop véi co quan chuyén mon co tham
quyén trién khai thuc hién ra soat, khic phuc 16 héng bao mat trén theo khuyén nghi
sau:



1. Thyc hién kiém tra, ra soat, xac dinh may su dung hé diéu hanh Windows ¢6
kha nang bi anh hudéng. Thuc hién cdp nhat ban va kip thoi dé tranh nguy co bi tan
cong.

(tham khado hwdng dan kém theo Céng vin)

2. Tang cuong giam sat va san sang phuong an xt 1y khi phat hién c6 dau hiéu
bi khai thac, tn cong mang; ddng thoi thuong xuyén theo ddi kénh canh bao cua cac
co quan chirc nang va cac t6 chitrc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tin cong mang.

3. Trong truong hop can hd trg cac ddng chi Trudng cac nganh, doan thé, CBCC
phuong lién hé dau mbi h6 trg cua Cuc An toan thong tin: Trung tdm Gidm sat an
toan khong gian mang qudc gia (NCSC), dién thoai: 02432.091.616, thu dién tu:
ais@mic.gov.vn; S¢ Thong tin va Truyén thong (d6ng chi Ping Xuan Duong, sb
dién thoai: 0988.283.898).

UBND phuong Qé nghi cic dong chi Truong cac nganh, doan thé, CBCC
phuong nghiém tac trién khai thuc hién./.

TM. UY BAN NHAN DAN

Noi in: 5
ot nhdn . CHU TICH

- Nhu kinh gui;

- Chu tich, Phé Chu tich
UBND phuong;

- Luu: VP, VHXH.

Ky boi: Uy ban nhan dan phuong Bach

Sam

Co quan: Tinh Hung Yén
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