UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG BACH SAM Poc lap - Tw do - Hanh phuc

S6:195/UBND-VHXH Bach Sam, ngay3! thang 7 nam 2024

V/v canh bdo rti ro an toan thong
tin lién quan dén san pham cua
CrowdStrike

Kinh gti: Cac nganh, doan thé phuong, can b, cong chirc phuong.

Theo thong bao ctia Cuc An toan thong tin - B6 Thong tin va Truyén thong vé
viéc canh bao phat hién mé doc an toan thong tin lién quan dén san phém cua
CrowdStrike. Sy c0 trén dé gay anh huong toi nhiéu co quan, t6 chirc trén thé gioi,
trong d6 bao gom Puc, Singapore, Tay Ban Nha, An D9, Israel, Nam Phi... Cu the,
cac may tinh chay hé diéu hanh Windows 10 va cai dat phan mém Falcon Sensor
ctia hang CrowdStrike déu gap 16i man hinh xanh (Blue Screen Of Death -BSOD)
va khong thé khoi dong lai dé hoat dong binh thuong. Diéu nay gy anh huong toi
hé thdng thong tin va hoat dong ctia ca nhan, co quan, to chirc. Nha phat trlen
CrowdStrike di dua ra thong bao xac nhan rii ro va thuc hién khoi phuc phin mém
Falcon Sensor dé tranh gay thém anh huodng t6i thiét bi cua nguoi dung.

Thyc hién Cong van s6 1278/UBND-VHTT ngay 29/7/2024 ciia UBND thi xa
MYV Hao vé vi¢c canh bdo rui ro an toan thong tin li€én quan dén san pham cua
CrowdStrike.

Pé dam bao an toan thong tin cho hé théng thong tin dang duoc trién khai tai
cac nganh, doan thé trén dja ban phuong. UBND phudng yéu cau cac dong chi
Trudng cac nganh, doan thé, CBCC phudng chil tri, phdi hop voi co quan chuyén
mén ¢ thim quyén trién khai thuc hién ra soat, khic phuc 16 héng bao mat trén theo
khuyén nghi sau:

1. Thuc hién kiém tra, ra soat, hé théng thong tin dang sir dung c6 kha nang bi
anh huong boi rai ro an toan thong tin trén. Chu dong theo dodi cac thong tin lién
quan nham thuc hién khic phuc rui ro trong truong hop bi anh hudéng. (Tham khdo
hwéng dan keém theo Céng vin).

2. Tang cuong giam sat va san sang phuong an xt 1y khi phat hién c6 dau hiéu
bi khai thac, tn cong mang; dong thoi thuong xuyén theo doi kénh canh bao cua cac
co quan chire nang va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. Trong truong hop can hd trg cac dong chi Trudng cac nganh, doan thé, CBCC
phudng lién hé dau méi hd trg cia Cuc An toan thong tin: Trung tim Giam sat an
toan khong gian mang qubc gia (NCSC), dién thoai: 02432.091.616, thu dién tu:
ais@mic.gov.vn; S¢ Thong tin va Truyén thong (dong chi Piang Xuan Duong, so
dién thoai: 0988.283.898).




UBND phuong yéu cau cac dong chi Truong cac nganh, doan thé, CBCC
phuong nghiém tuc trién khai thyc hién./.

Noi nhin: TM. UY BAN NHAN DAN
- Nﬁu’ kiflllh ggi; b tich KT. CHU TICH
- Chu tich, Phé Chu tic T ’
UBND phutng; IRV TICH
- Céc nganh, doan thé,
CBCC phuong;

- Luu: VP, VHXH.

Ky boi: Uy ban nhan dan phuong Bach Sam
Co quan: Tinh Hung Yén
Thoi gian ky: 31/07/2024 17:13:41

Pham Ngoc Chién
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