UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG BACH SAM Poc 1ap - Tw do - Hanh phuc

S6: 222 /UBND-VHXH Bach Sam ngdy 30 thang 8 nam 2024

V/v tdng cuong cong tac bao dam
an toan thong tin mang trong
thoi gian nghi 1€ Quoc khanh 02/9

Kinh giri: Cac d/c Trudng cac nganh, doan thé, CBCC phuong

Thuc hién Cong van sé 1202/STTTT-BCVTCNTT ngay 29/8/2024 cla So
Thong tin va Truyén thong tinh Hu’ng Yén vé viéc ting cudng cong tac bao dam an
toan thong tin mang trong thoi gian nghi 1& Qudc khanh 02/9. Nham phong, chbng
nguy co mat an toan théng tin mang xay ra trong thoi gian dién ra 1& Ky niém 79
nam Qudc khanh nude Cong hoa x4 hoi chii nghia Viét Nam (02/9/1945-02/9/2024)
va ting cuong bao dam an toan thong tin mang, khong dé bi dong, bat ngd véi moi
tinh hudng trong nam 2024,

UBND phuong dé nghi cac nganh, doan thé, CBCC phudng trién khai thyc hién
mot sO nhiém vu trong tAm nhu sau:

1. Tiang cudng trién khai hoat dong bao dam an toan thong tin mang dbi voi cac
hé thong thong tin quan trong, h¢ thong thong tin chira thong tin ca nhan, dir liéu ca
nhan va cac nén tang phuc vu chuyén do6i so qudc gia trong tam 1a:

a) Phan cong luc luong tai chd trién khai truc giam sat, ho tro, ung cliru va khic
phuc su cO an toan thong tin mang 24/7.

b) Cha dong Ra soat, cap nhat diy du cac ban va 16 hong bao mat cho hé thong
thong tin, thuc hién theo doi, xir Iy cac van ban canh bio an toan thong tin mang
(van ban canh bao cac 15 hong nghiém trong gui kem theo) hang tudn, hang thang
do Cuc An toan thong tin cong bb tai dia chi https: //khonggianmang.vn/canhbaoattt/,
Nén tang Dleu phéi xtr Iy sy ¢d an toan thong tin mang quoc gia (IRlab.vn) va tir cac
co quan, t6 chtc lién quan cung cap.

c¢) Bao dam duy tri, ket ndi, kip thoi chia sé thong tin vi S& Thong tin va Truyén
thong, Doi img clru sy cd an toan thong tin mang tinh. Khi phat hién dau hiéu cia
cac cudc tin cong mang, kip thoi thong bao vé So Thong tin va Truyén thong, Cuc
An toan thong tin (BO Thong tin va Truyén thong) dé co bién phap xu 1y kip thoi,
giam thiéu thiét hai.

d) Xay dung ké hoach, phuong an Ung ctru khan cép dé sin sang trién khai cac
giai phap tung pho, xtr 1y su ¢b tdn cong mang.

d) Thuc hién sao luu dit lidu theo nguyén tic 3-2-1: ¢6 it nhit 03 ban sao dit
li¢u, luu trir ban sao trén 02 phuong tién luu trit khac nhau, véi 01 ban sao luu ngoai
tuyén “offline” (stt dung tape/USB/6 cing di dong,...); Trién khai giai phap dé sén
sang phuc hoi nhanh hoat dong cua hé théng thong tin khi gap su ¢d, dua hoat dong
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ctia hé théng thong tin tré lai binh thudng trong vong 24 tiéng hodc theo yéu cau
nghiép vu.

2. Khi trién khai cac ndi dung trén, trong truong hop can thiét dé ho tro, dé nghi
Quy co quan c6 thé lién hé:

- Pau mbi S¢ Théng tin va Truyén thong: Ong Pang Xuan Duong, Dién thoai:
0988283898, thu dién tur: dxduong@hungyen.gov.vn;

- Trung tim Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC)

- Cuc An toan thong tin; dién thoai 024.3640.4421/086.9100.317; thu dién tu:
ir@vncert.vn;

- Trung tAm Gidm sat an toan khong gian mang qubc gia (NCSC) — Cuc An
toan thong tin; di¢n thoai: 02432091616/0389942878; thu dién tu: ais@mic.gov.vn.

- Phong An toan h¢ thdng thong tin, sb dién thoai truc dudng day néng hd tro
tong thé cac giai phap an toan thong tin 0888.133.359, thu dién tu:
athttt@mic.gov.vn.

Noi nhén: TM. UY BAN NHAN DAN

- Nhu kinh gui; BT CHU TICH
- Chu tich, PCT UBND phuong; e

- Cac nganh, doan thé, CBCC phuong;
- Luu: VP. VHXH,;
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