UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

PHUONG BACH SAM Poc 1ap — Tw do — Hanh phtc
Sb: 69/QD-UBND Bach Sam, ngay 22 thing 5 nam 2024
QUYET PINH

Vé viéc ban hanh Quy ché Pam béo an toan, an ninh théng tin mang trong
hoat dong ciia cac co' quan Nha nudc trén dia ban phwong Bach Sam

UY BAN NHAN DAN PHUONG BACH SAM

~ Can cir Luat T 6 chirc chinh quyén dia phwong ngay 1 9/6/2015; Ludt sua doi,
bo sung mot so diéu cua Ludt Té chuee Chinh phu va Ludt T6 chuc chinh quyén dia
phwong ngay 22/11/2019;

Can cur Luat Cong nghé thong tin ngay 26 thang 6 nam 2016,
Can cwr Ludt Giao dich dién tir ngay 22 thang 6 nam 2023,

Can cir Quyét dinh so 05/2016/QD-UBND ngay 17/3/2016 ciia UBND tinh
Hung Yén vé viéc Ban hanh Quy ché ddm bdo an todn, an ninh théng tin thudc linh
vie cong nghé thong tin trong hoat dong cua cdc co quan Nha nuoc trén dia ban
tinh Hung Yén,

Can cir Quyét dinh sé 2085/0D-UBND ngay 24/4/2024 cua UBND thi xa My
Hao vé viéc Ban hanh Quy ché dam bdo an toan, an ninh thong tin thuoc linh vuc
cong nghé thong tin trong hoat dong cua cac co quan Nha nuoc trén dia ban thi xa
My Hao;
Theo dé nghi ciia Cong chirc Van héa xd hdi phirong,
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché dam bao an toan, an ninh
thong tin mang trong hoat dong ctia cac co quan Nha nudc trén dia ban phuong Bach
Sam (co Quy ché kem theo).

Picu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky.

Picu 3. Vin phong théng ké UBND phudng, Cong chirc Van hoa xa hoi
phuong, Truong cac nganh, doan thé, CBCC phuong, cac t6 dan pho chiu trach
nhiém thi hanh Quyét dinh nay./.

Noi nhdn:

- Nhu Piéu 3;

- Phong VHTT thi xa;

- TT béang uy, HDND phuong;

- Chu tich, Pho chu tich UBND phuong;
- Luu: VP, VHXH.

nhan dan phuong Bach
C(rqua Tinh Hung Yén
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Dao Truong Gia



UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG BACH SAM Poc 1ap — Tw do — Hanh phtc

QUY CHE
Pam bao an toan, an ninh thong tin mang trong hoat dong
cuia cac co quan Nha nwéc trén dia ban phwong Bach Sam
(Ban hanh kém theo Quyét dinh s6:  /QP-UBND ngay
thang  nam 2024 cua UBND phuwong Bach Sam)

_ CHUONGI
NHUNG QUY DPINH CHUNG

Pi¢u 1. Pham vi ap dung

Quy ché nay quy dinh vé coéng tac DPam bao an toan, an ninh théng tin mang
trong hoat dong cua cac co quan Nha nudc trén dia ban phuong Bach Sam.

Piéu 2. Péi twong ap dung

Quy ché nay ap dung dbi véi can b, cong chirc, vién chire, ngudi lao dong tai
cac nganh, doan thé phudng, cac to dan phd trén dia ban phuong trong viéc quan ly,
khai théc, str dung va dam bao an toan, an ninh théng tin mang nham phuc vu céng
tac chuyén mon.

Pi¢u 3. Muc dich, nguyén tic dam bdo an toan, an ninh thong tin

1. Cac nganh, doan thé, c& nhan c6 trach nhiém bao dam an toan, an ninh théng
tin mang. Hoat dong an toan thong tin mang cua nganh, doan thé, ca nhan phai ding
quy dinh cua phap luét, bao dam qudc phong, an ninh qUOc gia, bi mat Nha nudc,
giir vitng 6n dinh chinh tri, trat tu, an toan xa hoi va thac day phat trién kinh té - xa
hoi.

2. T6 chtic, ca nhan khong duoc xAm pham an toan théng tin mang cua to chc,
ca nhan khéc.

3. Viéc xtr Iy su ¢b an toan théng tin mang phai bao dam quyén lgi ich hop phap
cua t6 chuc, c& nhan khong xam pham dén doi song riéng tu, bi mat ca nhan, bi mat
gia dinh c4 nhan, thong tin riéng cta to chic.

4. Hoat dong an toan thong tin mang phai duoc thuc hién thuong xuyén, lién
tuc, kip thoi va hiéu qua.

Piéu 4. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi day duoc hiéu nhu sau:

1. An todn théng tin mang |2 cong tac bao vé thdng tin, hé thong thong tin trén
mang tranh bi truy nhap, sir dung, tict 19, gian doan, stra doi hoac pha hoai trai phép
nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua thong tin.



2. H¢ thong thong tin 13 tap hop phan cing, phan mém va co s6 dir lidu duoc
thiét lap phuc vu muc dich tao lap, cung cap, truyen dua, thu thap, xt 1y, Iuu trir va
trao doi thong tin trén mang ctia mot co quan, to chic.

3. Chui quan h¢ thong théng tin 1a co quan t6 chirc, ¢& nhan ¢ tham quyén quan
ly truc tiep doi vai hé thong thdng tin.

4. Don vi vdn hanh hé thong théng tin 1a co quan, to chic duoc chi quan hé
théng théng tin giao nhiém vu van hanh hé théng thong tin. Trong trudng hop chi
quan hé théng thong tin thué ngoai dich vu cdng nghé thong tin, don vi van hanh hé
théng théng tin 12 bén cung cap dich vu.

5. Si ¢é an toan théng tin mang 12 viéc thdng tin, hé thong thong tin bi gay
nguy hai, anh hudng téi tinh nguyén ven, tinh bao mat hoac tinh kha dung.

6. Phan mém djc hai 1a phan mém c6 kha nang gy ra hoat dong khong binh
thuong cho mot phan hay toan bo hé thong thong tin hoac thyuc hién sao chép, sua
doi, x6a bo trai phép thong tin luu trir trong hé thong théng tin.

1. Mang ngang hang la mo6 hinh mang ma trong d6 cac may tinh co quyén binh
dang nhu nhau, moi may tinh cé quyén chia sé tai nguyén va str dung cac tai nguyén
tr may tinh khéc.

8. Can bg chuyén trach/can bg phu trach la can bg, cong chuc, vién chirc, nguoi
lao dong duoc tuyen dung phu trch an toan thong tin/céng nghé théng tin tai cac co
quan, don vi, dia phuong.

~_ CHUONGI A
QUY PINH PAM BAO AN TOAN, AN NINH THONG TIN

Picu 5. Bao vé bi mat Nha nuwéc trong hoat dong ing dung CNTT

1. Quy dinh vé soan thao, in 4n, phéat hanh va sao chup tai liéu mat

a) Khong dugc su dung may tinh ndi mang Internet dé soan thao van ban;
chuyén giao, luu trit thong tin co noi dung thudc bi mat Nha nudc; cung cap tin, tai
liéu va dua thong tin bi mat Nha nudc trén Cong/Trang Thong tin dién tu.

b) Khéng duoc in, sao chup tai liéu bi mat Nha nudc trén céc thiét bi két ndi
mang Internet.

¢) Phai bé tri 01 may vi tinh riéng, khéng két néi mang noi b va mang Internet
dung d¢ quan ly, soan thao cac tai liéu mat ciia Nha nudce theo quy dinh.

2. Khi stra chira, khéc phuc cac sy cd ctia méy tinh diing soan thao van ban mat,
cac co quan, don vi, dia phuong phai bao cao cho ngudi co thém quyén. Khong dugc
cho phép cac t6 chuc, ca nhan khong c6 trach nhiém tryc tiep sua chira, xu ly, khac
phuc su co.

3. Truge khi thanh ly cac mdy tinh trong cac co quan Nha nudc, can b chuyén
trach/phu trach phai dung cac bién phép k¥ thuat xéa bo vinh vien dir liéu trong 6
ctng may tinh.



Piéu 6. Quy dinh vé ciAp phat thu hdi cip nhit va quan Iy cic tai khoan
truy cap vao h¢ thong thong tin

1. Trach nhiém, quyén han ngudi dung khi truy cap, dang nhap cac hé thong
thong tin, dam bao mdi ngudi dung khi st dung hé théng thong tin phai duoc cap va
st dung tai khoan truy cap véi dinh danh duy nhat gan véi nguoi dung dé. Truong
hop st dung tai khoan dung chung cho mét nhdm ngudi hay mét don vi, phai cé co
ché xac dinh cac ca nhan, don vi c6 trach nhiém quan ly tai khoan. Nguoi dung chi
duoc truy cap cac thong tin phu hop véi chie nang, trach nhiém, quyén han cua
minh va c6 trach nhiém bao mat tai khoan truy cap duoc cap.

2. Can bo chuyén trach/phy trach thuc hién quan ly, cap tai khoan ca nhan
huéng dan nguoi stir dung thay doi mat khau ngay sau khi dang nhap lan dau tién va
bao vé théng tin cua tai khoan theo quy dinh.

3. Mat ma dang nhép, truy cap h¢ thdng théng tin phai c6 do phuc tap cao (co
do6 dai toi thieu 8 ky tu, cd ky tu thuong, Ky tu hoa, Ky tu s6 hoic Ky tu dac biét nhu
.@,#,%,%...).

Piéu 7. Bao dam an toan ha ting mang
1. Quan Iy ha ting mang noi bo

a) Thiét bi CNTT duoc trang bi tai cac nganh, doan thé phuong 1a tai san Nha
nuée, duoc quan Iy, sir dung theo quy dinh caa Nha nudc. Cac nganh, doan thé, can
bo, cdng chic, vién chic va ngudi lao dong co trach nhiém quan ly trang thiét bi
duogc giao.

b) Giao Vin phong théng ké UBND phuong lam cong tac quan tri mang, tryc
tlep quan ly ky thuat va duy tri hoat dong cua cac hé thong thong tin cia phuong; 1a
dau mdi két noi mang LAN, mang Internet, mang di li¢u chuyén dung cho cac bo
phan chuyén mon; kiém tra hién trang, dé xuat stra chita hoac mua méi céc ching
loai thiét bi CNTT phul hop, an toan, bao mat theo quy dinh vé quan ly, sir dung tai
san cua co quan.

¢) Cac nganh, doan thé thuc hién phan cdng nhiém vu cho can bd cong chirc
phu trach cong tac dam bao an toan, an ninh thdng tin cua nganh, doan thé minh;
phdi hop véi Vin phong thong ké UBND phuong, cong chie Vian hoa xa hoi va cac
co quan c6 thAm quyén khéc trong dam bao cbng tac an toan, an ninh mang.

2. Quan ly hé théng mang khong day

a) Khi thiét 1ap mang khong day dé két ndi voi mang cuc bo thong qua cac diém
truy nhap, cac nganh, doan thé phai thiét 1ap cac tham sé: Tén, nhan dang dich vu,
mat khau c6 d6 phuc tap cao (c6 do dai tdi thiéu 8 ky tu, c6 Ky tu thuong, ky tu hoa,
ky tu s6 hoac ky tu dac biét nhu: !,@,#,$,%), cap phép truy nhap dbi véi dia chi vat
ly, ma hoa dir liéu theo co ché bao mat WPA2 hoic WPA3.

b) Mét khéy dang nhap phai dugc thiét lap co do phuc tap cao, dinh ky 6 thang
thay doi mat khau nham tang cuong cng tac bao mat.



Piéu 8. Bio dam an toan dir liéu

1. Quan ly tai khoan va chit ky s6

a) Khi duoc cap tai khoan, chit ky so lan dau can b, cdng chi, vién chuac phai
thay doi mat khau sau khi dang nhap thanh céng lan dau.

b) Céc hé thong thong tin khi phan quyen phai thiét 1ap ché do gisi han s6 lan
dang nhap khong hop I¢ vao hé thdng téi da khong qua 05 lan, khi nguoi dung déng
nhap sai vuot quéa sb lan quy dinh, tai khoan chuyén sang ché do khda quyén truy
cap.

c) Chu tai khoan, chix ky sé khong chia sé, giao quyén tai khoan, chir ky s6 va
mat khau truy nhap cho nguoi khac. Khdng sir dung tai khoan cua nguoi khac (vi du
tai khoan phan mém Quan 1y vin ban va Diéu hanh, Mot cira dién tir...) dé dang
nhap vao hé théng thong tin, co s& dit ligu.

d) Tai khoan thu cong vu va chit ky sé6 do Ban Co yéq Chinh phu cap dé phuc
vu cho céac hoat dong mang tinh cdng vu, khéng str dung @€ giao dich, dang ky trén
mang xa hoi, cac trang mang xa hoi khéc.

d) Tai khoan quan tri hé thng duoc giao pho qén b chuyén trach/can bo phu
trach phuc vu cho cong tac quan tri, phan quyén, cau hinh hé thong do6. Khong su
dung cung mot mat khau cho nhiéu tai khoan khac nhau.

¢) Khi ca nhén thay doi vi tri cong téc, thdi viéc, nghi huu...ngay tir thoi diém
Quyet dinh cé hiéu luc, cac nganh, doan thé quan ly cé nhan do phai bao céo bang
van ban cho bg phan van hanh dé diéu chinh, thu hoi, huay bé tai khoan.

2. Khi thyc hién chia sé tai nguyén trén may tinh, cac c& nhan, phai st dung
mat khau dé bao vé thdng tin, dit liéu; khdng thuc hién chia sé toan bo 6 cing; theo
doi, giam sat dé két thuc chia sé tai nguyén ngay khi hoan thanh. Cac thong tin, tai
liéu, dix liéu nhay cam phai duoc ma hoa trude khi trao d6i, truyén nhan qua mang
may tinh.

3. Cé& nhan sir dung may tinh va thiét bi luu trir khi mang di bao hanh, bao
dudng, stra chira bén ngoai co quan, phai théo roi bd phan luu trix khoi thiét bi va dé
lai co quan, hodc x6a dit liéu luu trit trén thiét bi. Khi thanh Iy thiét bi phai x6a dit
liéu luu trir bang phan mém hoic thiét bi huy dit liéu chuyén dung.

4. Thong tin, dix lieu thuoc pham vi bi mat Nha nude phai duge quan ly theo
quy dinh hién hanh vé bao vé bi mat Nha nudc.

CHUONG III
TRACH NHIEM SU DUNG VA TO CHUC THU'C HIEN

Dieu 9. Bdo dam an toan may tinh ca nhan, bao mat co sé dir li€u va an
ninh mang

1. Véan phong théng ké UBND phuong thuc hién cai dat, quan Iy cac phan mém
hé thong va phan mém tng dung trong hé thong mang may tinh tai cac by phén
chuyén mon thuoc UBND phuong; nghién ciru, dé xuat nang Cap cdng ngh¢, phan
mém theo dinh huéng quan Iy Nha nude va co quan cd tham quyén.



2. Bao mat sd liéu: Cén b, cng chirc, vién chirc, nguoi lao dong phai c6 trach
nhiém bao mat so liéu trén may tinh.

3. Bao mat truy cap: Cac chuong trinh tng dyng, phan chia st dung trén may
tinh phai duoc dat mat khau, méa khda bao mat.

4. B4o hé théng mang va truyén tin: Mang va dudng truyén duoc ap dung cac
ché @6 bao mat can thiét, chong xam nhap bat hop phéap. Bo phan quan tri mang co
trach nhiém thuong xuyén theo dai, kiém tra phat hién kip thoi céc hoat dong xam
nhap va co bién phap xur ly kip thoi.

5. An toan trong st dung: Khi khéng lam viéc véi may vi tinh trong thoi gian
dai, can bo, cong chirc, vién chire, ngudi lao dong phai tit may tinh hodc dat ché do
bao vé dé dam bao an toan cho dit liéu cua ca nhan.

6. Phong, chdng virus: Can b, cdng chtc, vién chirc, ngudi lao dong cé trach
nhiém tuén tha cac bién phap phong va chdng virus cho may tinh, dam bao an toan
dir liéu thudc ca nhan quan ly. Moi dit liéu tir cac thiét bj luu trir bén ngoai déu phai
duoc quét, diét virus moi khi dua vao may. Nhitng may tinh phét hién co virus phai
duoc tach khoi mang vé mat vat 1y dé tranh tinh trang 1ay nhiém sang cho cac may
tinh khac. Khdng truy cap vao cac link lién két khong rd rang, khéng click vao cac
link, tai vé cac file tai liéu tir cac dia chi thu khong nam rd thong tin, dia chi ngudi
gui.

Pi¢u 10. Trach nhiém ciia cac nganh, doan thé.

1. Truéng cA¢ nganh, doan thé c6 trach nhiém t6 churc trién khai thyc hién cac
quy dinh tai Quy ché nay va chiu trach nhiém trudc Chu tich UBND phuong trong
cong tac dam bao an toan théng tin ciia nganh minh.

2. Uu tién ngudn kinh phi thudng xuyén cho viéc trién khai cac bién phap dam
bao an toan thong tin trong hoat dong tng dung cong nghé thong tin cia phuong.
Chu dong bd tri hang muyc an toan théng tin khi xay dung Ké hoach thuc hién chuyén
d6i s6 hiang nam; dam bao ty 1& chi cho cac san pham, dich vu an toan thdng tin
mang tdi thiéu dat 10% trén tong kinh phi dy kién.

3. Khi xay ra sy c6 hodc nguy co mat an toan thong tin phai kip thoi 4p dung
Moi bién phap dé khac phuc va han cheé mac thap nhat thiét hai cd the xay ra; thong
bao cho co quan c6 tham quyén dé phoi hop, xur ly.

5. Phdi hop véi Vin phong thong k& UBND phuong va céc bo phan lién quan
thuc hién cong té}c kiém tra, khac phuc su co nhar!h chong, kip thoi va hiéu qua;
dong thai cung cap day da thong tin khi duoc yéu cau.

6. Phéi hop chat ché véi co quan Cong an trong cong tic phong ngira, dau tranh,
ngin chan cac hoat dong xam pham an toan, an ninh théng tin. Tao diéu kién thuan
loi cho cic co quan chirc niang tham gia khac phuc su ¢ va thuc hién ding theo
huéng dan.

7. Binh ky hang nam bao cdo tinh hinh, két qua thuc hién cong tac dam bao an
toan, an ninh thdng tin giri vé UBND phuong trude ngay 15 thang 11 dé tong hop,
bao cao UBND thi xa.



Piéu 11. Trach nhiém ciia Vin phong théng ké UBND phwong

1. Chu tri, phoi hop véi cdng chirc Van hoa xa héi, cac nganh, doan thé lién
quan trién khai thuc hién cac bién phap bao dam an toan an ninh mang doi vaéi hé
thong thong tin dang dugc stir dung tai cac bd phan trén dia ban phuong.

2. Bam bao duy tri két noi véi mang Truyen s6 liéu chuyén dung va Nen tang
giam sat an toan thong tin mang (SOC) cua tinh dé kip thoi phat hién, khic phuc sy
cd vé an toan an ninh mang.

3. La bo phan dau méi vé ing ciu su cd may tinh cia phuong, tham gia vao
Mang ludGi diéu phéi ung ciru sy ¢b cua thi Xa, tlep nhan va xur ly cac théng béo su
cb vé an toan thong tin. Tuy theo mirc d6 su ¢d, phdi hop véi cong chie Van hoa xa
hoi, Phong Vin hoa Thong tin thi x3, cac don vi ¢6 lién quan huéng dan xu ly, tng
ctru Sy cb mat an toan théng tin.

Diéu 12. Trach nhiém cua cong chirc Vian héa xa hoi

1. Tham muu UBND phudng vé cong tac dam bao an toan, an ninh thong tin;
bé tri hang muc va an toan théng tin khi xay dung Ké hoach thyc hién chuyén d6i
s6 hang nam, dam bao ty 18 chi cho cac san pham, dich vu an toan théng tin mang
tbi thiéu dat 10% trén tong kinh phi du kién.

2. La bo phan d¢au mdi vé tng ctu sy ¢d may tinh caa phuong, tham gia vao
mang lui dieu phoi tng cau sy ¢o cua thi xa, tiép nhan va xu ly cac thdng bao sy
cb vé an toan thdng tin. Phéi hop véi Vian phong théng ké UBND phuong, Phong
Vin hoa thong tin thi x4, cac don vi co lién quan huéng dan xu ly, ang ciu sy co
mat an toan thong tin.

3. Chu tri, phoi hop véi cac bo phan lién quan t6 chic kiém tra theo dinh ky
hoac kiém tra dot xuat cong tac dam bao an toan thong tin khi phat hién co6 céac dau
hiéu, hanh vi vi pham an toan théng tin.

4. T6 chirc tuyén truyén, huéng dan, don doc céc hoat dong lién quan dén cong
tac dam bao an toan an ninh mang dé thac day viéc trién khai dong bo, toan dién
cong tac dam bao an toan théng tin mang tai cac nganh, doan thé trén dia ban
phuong.

5. Tong hop, bao céo tinh hinh dam bao an toan thong tin theo dinh ky, gui
Phong Van hoa thong tin, UBND thi xa va cac co quan c6 lién quan.

Piéu 13. Trach nhiém ciia Céng an phuong

1. Phoi hop véi Cong chire Van hoa xa hoi, Vian phong théng ké UBND phuong
va cac co quan lién quan kiém tra cong tac dam bao an toan, an ninh théng tin.

2. Tham muu xdy dung ké hoach vé phong, chong toi pham va vi pham phap
luat khéc vé an toan, an ninh thong tin.

3. Thuong xuyén thong bao cho cac nganh, doan thé, CBCC vé ‘phuong thuec,
thi doan cua cac loai toi pham xam pham an toan, an ninh thong tin dé co bién phap
phong ngtra, phat hién, dau tranh, ngan chan.



4. Huéng dan cac nganh, doan thé, CBCC phong, chng, ngin ngira va dau
tranh vai c&c hanh vi vi pham phép luat khéac vé an toan, an ninh thong tin.

5. Piéu tra, Xt ly céc cac truong hop vi pham phap luét vé an toan, an ninh
théng tin theo tham quyen.

Piéu 14. Trach nhiém ciia can bd, cong chirc, vién chirc, ngudi lao dong
khi tham gia sir dung va khai thac hé thong thong tin

1. Nghiém chinh thuc hién céc ngi quy, quy ché, quy trinh vé bao dam an toan
théng tin, an ninh mang cia phuong ciing quy dinh khac caa phap luat vé noi dung
nay.

2. Khi phét hién nguy co hodc sy ¢ mat an toan théng tin mang phai bao cao
kip thoi cho can bo chuyén trach/phu trach cong nghé théng tin cia phuong minh
dé kip thoi ngan chan va xi 1y.

3. Nang cao y thtic canh giac va trach nhiém vé an toan thong tin, an ninh mang.
Khéng dugc truy cap vao cac lién két (link) khéng rd rang; khéng st dung dia chi
thu dién tir cong vu vao muc dich ca nhan nhu: dang ky tai khoan mang xa hoi, dang
Ky mua sam qua mang.

4. Khéng st dung cac hop thu dién tir mién phi Gmail, Yahoo,...trong hoat
dong cong vu va tai may tinh co6 noi mang ¢ phong, nganh, doan thé minh nham dam
bao an toan thong tin trén moi trudng Mang.

5. C4 nhan st dung cac thiét bi luu trir di déng (may tinh xach tay, thiét b sb
cam tay, theé nhé USB, 6 cing di dong, bang tir..) dé luu thong tin thudc danh muc
bi mat Nha nudc c6 trach nhiém bao vé cac thiét bi nay va thong tin trén thiét bj,
tranh 1am mat, 16 théng tin. Nghiém cam viéc ban, cho muon, giao ngudi khdng co
trach nhiém st dung thiét bi do ca nhan ty trang bi ¢6 luu gitt bi mat Nha nuéc.

6. Khong duoc lgi dung viéc str dung Internet nham muc dich: Chong lai Nha
nuéc Cong hoa xa hoi chii nghia Viét Nam, gay phuong hai dén an ninh qudc gia,
trat ty an toan x& hoi; kich dong bao luc, d6i truy, t& nan x& hoi, mé tin di doan; pha
hoai thuan phong my tuc cua dan toc; khéng duoc truy cap hoac tai cac trang Website
c6 noi dung doi truy, phan dong, cac chuong trinh khong rd ngudn gdc, cac thong
tin quang co hap dan.

7. Khong choi cac trd choi truc tuyén (online) hodc cac tro choi khac trén
Internet trong gio lam viéc.

8. Khi st dung thu dién tir cong vu khong duogc kich chudt vao bat cir thu dién
tar, tép dinh kém, dudng link, thu rac, thu quang céo khéng rd ngudn gbc va khong
xac dinh dugc nguoi gui.

9. Khi phat hién nguy co hoac sy c6 mat an toan thong tin phai bao cao ngay
Vvéi cap trén, phdi hop véi cong chitc Vin hoa xa hoi, Van phong thong ké UBND
phuong dé kip thoi ngan chan, xu 1y.



10. Tham gia cac chuong trinh dao tao, tap huan, hoi nghi vé an toan, an ninh
thong tin do S¢ Thong tin va Truyeén thdng hoac cac co quan, don vi chuyén mon to
chuc.

Pi¢u 15. Khen thwéng va xir 1y vi pham

1. Hang nam, céng chirc Van hoa xi hoi cin cir b4o céo vé cong tac an toan, an
ninh thong tin cta cac nganh, doan thé dé to6 chirc, danh gia thuc hién an toan, an
ninh thdng tin; trén co s& d6 dé xuat UBND céc cap khen thudng theo quy dinh hién
hanh.

2. Cac nganh, doan thé, c& nhan c6 hanh vi vi pham Quy ché nay tily theo tinh
chat, mirc d6 vi pham ma xir 1y theo quy dinh caa phap luat.

Diéu 16. Didu khoan thi hanh

Cong chirc Vin hoa x4 hoi ¢d trach nhiém chu tri, phdi hop véi cac nganh, bo
phan chuyén mon cé lién quan hudng dan, trien khai va kiém tra, don doc viéc thuc
hién Quy ché nay.

Trong qué trinh thuc hién Quy ché ndy, néu co vuéng mac, dé nghi cac nganh,
doan thé, CBCC, c4c booh phan ¢ lién quan giri van ban vé UBND phuong (qua
cdng chirc Vin hoa xa hoi) dé tong hop, bao cdo Uy ban nhan dan phuong xem xét,
stra d6i, b sung cho phal hop./.
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