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PHUONG BACH SAM DPoc lap - Tu do - Hanh phic
S6:249UBND-VHXH Bach Sam, ngay 26 thang 9 nam 2024

V/v 16 hdng an toan théng tin anh huong
cao va nghiém trong trong cdc san pham
Microsoft cong bo thang 08/2024

Kinh glri: Céc nganh, doan thé phudng, can bd, cong chitc phudng.

Theo théng bao ctia Cuc An toan théng tin - B6 Théng tin va Truyén thong vé
16 hong an toan thong tin anh hudng cao va nghiém trong trong cac sanpham
Microsoft, véi 90 16 hong an toan thong tin trong cc san pham ctia Microsoft; trong
d6, dang chi ¥ céc 16 hdng bao mét sau:

=10 hong an toan thong tin CVE-2024-38063 trong Windows TCP/IP cho phép
d6i twong tn cong thuc thi ma tir xa.

-L3 hong an toan thong tin CVE-2024-38199 trong Windows Line Printer
Daemon (LPD) Service cho phép ddi tugng tin cong thuc thi m3 tir xa. Thong tin
chi tiét vé 16 hong da dugc cong bb cong khai.

-L6 hong an toan thong tin CVE-2024-38189 trong Microsoft Project cho phép
dbi tuong tin coéng thuc thi ma tir xa. LS héng hién dang bi khai thac trong thuc té.

-02 156 héng an toan _théng tin CVE-2024-38218, CVE-2024-38219 trong
Microsoft Edge cho phép ddi tuong tan cong thuc thi ma tir xa.

-L6 hong an toan thong tin CVE-2024- 38193 trong Windows Ancillary
Function Driver for WinSock cho phép dbi tugng tan cong thuc hién leo thang dic
quyén. L3 héng hién dang bi khai théc trong thuc té.

-L3 héng an toan théng tin CVE-2024-38107 trong Windows Power
Dependency Coordinator cho phép doi tugng tan cong thuc hién leo thang déc
quyén. Lo hong hién dang bi khai thac trong thuc te.

Thuc hién Cong van s6 1469/UBND-VHTT ngay 28/8/2024 ctia UBND thi x4
My Hao vé 16 hdng an toan thong tin anh hudng cao va nghlem trong trong cac san
pham Microsoft cong bd thang 08/2024; UBND phuong yeu cau cac nganh, doan
thé, CBCC phu’o‘ng cht tri, phéi hop véi co quan chuyén mén ¢ thdm quyén trién
khai thuc hién ra soat, khic phuc 16 hong bao mét trén theo khuyén nghi sau:

1. Thuc hién kiém tra, ra soat, hé thong thong tin dang sir dung c6 kha ning bi
anh huéng chién dich tdn cong trén. Chu dong theo dbi cac thong tin lién quan nhim
thuc hién khéc phuc rii ro trong truong hop bi anh huéng. (Tham khdo hieéng dan
kem theo Cong van)

2. Tang cudng gidm sat va sin sang phuong an xir Iy khi phat hién ¢é déu hiéu
bi khai théc, tdn cong mang; ddng thoi thuong xuyén theo ddi kénh canh bao clia cac



co quan chirc nang va cac t chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. Trong trudong hop can hd trg céc nganh, doan thé, CBCC phuong lién hé dau
mdi ho trg ciia Cuc An toan thong tin: Trung tdm Gidm sat an toan khdng gian mang
quoc gia (NCSC), di‘én thoai: 02{132.091.616, thu dién tu: ais@mjc.gov.vn; So
Thong tin va Truyén thong (dong chi Ping Xuan Duong, so dién thoai:
0988.283.898).

UBND phuong yéu cau cac nganh, doan thé, CBCC phudng nghiém tic trién
khai thuc hién./.
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