UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
PHUONG BACH SAM Poc lap — Tw do — Hanh phic

S6: 135/UBND-VHXH Bach Sam, ngay 06 thang 6 nam 2024

V/v canh bao 15 hong an toan thong tin
CVE-2024-24919 t6n tai trén
cac san pham cua hang Check Point.

Kinh giri: Cac nganh, doan thé, CBCC phuong, cac to dan phd.

Theo thong bao cia Cuc An toan thong tin - BoThong tin va Truyén thong vé
viéc canh bao da phat hién va ghi nhan cac thong tin lién quan dén 16 hong an toan
thong tin CVE-2024-24919 ton tai trén cac san pham ciia hang Check Point. L3 hong
cho phép d6i tuong tan cong khong can xac thuc doc ndi dung tap tin bat ky trén san
pham Check Point Security Gateways két ndi t6i Internet va dang duoc thiét lap
[Psec VPN Blade nam trong nhém Remote Access VPN hoic Mobile Access
Software Blade. L3 hong nay hién dang duogc khai thac trong méi trudng thyc té.

Thuc hién Cong vin sé 903/UBND-VHTT ngay 06/6/2024 cia UBND thi xa
M§ Hao vé canh béo 16 hong an toan thong tin CVE-2024-24919 tn tai trén cac san
pham ctia hing Check Point.

Pé dam bao an toan thong tin cho hé thong thong tin dung chung dang duoc
trién khai tai phudng Bach Sam. UBND phudng dé nghi cac nganh, doan thé, CBCC
phuong, phéi hop véi co quan chuyén mon c6 thAm quyén trién khai thyc hién ra
soat, khac phyc 15 hong bao mat trén theo khuyén nghi sau:

1. Thyc hién kiém tra, ra soat, hé thong thong tin dang str dung c6 kha nang bi
anh huong boi ma doc trén. Chu dong theo doi cac thong tin lién quan dén ma ddc
tir hang nham thuc hién nang cip 1én phién ban mdi nhat dé tranh nguy co bi tin
cong.

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién c6 dau hiéu
bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao cua
cac co quan chirc nang va céac to chirc 16n vé an toan thong tin dé phat hién kip thoi
cac nguy co tin cong mang.

3. Trong trudng hop can hd tro Truong cac nganh, doan thé, CBCC phudng
lién hé dau mdi hd tro cua Cuc An toan thong tin: Trung tdm Giam sat an toan khong
gian mang qudc gia (NCSC), dién thoai: 02432.091.616, thu dién tu:
ais@mic.gov.vn; S¢ Thong tin va Truyén thong (dong chi Ping Xuan Duong, sb
dién thoai: 0988.283.898).




UBND phuong dé nghi cac déng chi Truong cac nganh, doan thé, CBCC
phudng nghiém tac trién khai thuc hién t6t ndi dung cong vin nay./.

Noi nhan:

- Nhur trén;

- Chu tich, Phé Chu tich
UBND phuong;

- Luu: VP, VHXH.

TM. UY BAN NHAN DAN
KT. CHU TICH

Ky boi: Uy ban nhan dan phuong Bach Sam
Co quan: Tinh Hung Yén
Thoi gian ky: 06/06/2024 16:06:40

Pham Ngoc Chién
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