UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG BACH SAM Poc 1ap — Tw do — Hanh phuc

S6: 132/UBND-VHXH Bach Sam,ngdy 04 thang 6 nam 2024

V/v canh bao phat hién ma doc
Trojan Redline Stealer gay anh
huong trén cac hé thong thong tin

Kinh giri: Cac nganh, doan thé, CBCC phuwong, Pai truyén thanh.

Theo thong bao ctia Cuc An toan thong tin, B6 Thong tin va Truyén thong vé
viéc canh bao phat hién ma doc trojan Redline Stealer gdy anh hudéng trén cac h¢
théng thong tin cta nhiéu co quan, to chtrc. Qua gidm sat, theo ddi cho thdy Mot
bién thé méi ciia ma doc trojan Redline Stealer da dugc phat hién trén khong gian
mang, ma djc nay trién khai céc bytecode Lua dé thuc hién cac hanh vi doc hai. Dix
liéu cho thdy ma doc dang rat pho bién khi né 1y nhiém trai dai & Bac My, Nam
M§, Chau Au, Chau A va Uk.

Thuc hién Cong vian s6 678/UBND-VHTT ngay 04/5/2024 ciia UBND thi x4
My Hao vé viéc canh bao phat hién ma doc trojan Redline Stealer giy anh hudng
trén cac hé thong thong tin.

Pé bam bao an toan thong tin cho cac hé thdng théng tin dang duoc st dung
tai cac nganh, doan thé, CBCC phuodng trén dia ban phudng. UBND phudng Bach
Sam dé nghi Trudng cac nganh, doan thé, CBCC phuong trién khai thyc hién ra
soat, khac phyc 15 hong bao mat trén theo khuyén nghi sau:

1. Thyc hién kiém tra, ra soat hé théng thong tin dang st dung c6 kha nang bi
anh huong béi ma doc trén. Thyuc hién nang cip 1én phién ban mdi nhat dé tranh
nguy co bi tan cong (tham khdo hwéng dan giri kém Cong vin).

2. Tang cudng giam st va san sang phuong an xir Iy khi phat hién c6 dau hiéu
bi khai thac, tin cong mang; déng tho1 thuong xuyén theo doi kénh canh béao cua
céc co quan chirc ning va céc to chirc 16n vé an toan thong tin dé phat hién kip thoi
cac nguy co tin cong mang.

3. Trong truong hop can hd tro, cac déng chi Truong cac nganh, doan thé,
CBCC phuong lién hé dau méi hd tro:

- Cuc An toan thong tin: Trung tAm Giam sat an toan khong gian mang qudc
gia (NCSC), dién thoai: 02432.091.616, thu dién tir: ais@mic.gov.vn;




- SO Thong tin va Truyén thong tinh: Pong chi Pang Xuin Duong, sb dién
thoai: 0988.283.898.

UBND dé nghi cac dong chi Trudng cic nganh, doan thé, CBCC phuong
nghiém tdc trién khai thuc hién./.

- Nhu kinh gui;

- Chu tich, Phd Chu tich
UBND phuong;

- Cac nganh, doan thé phuong;

- bai TT phuong;

- Luu: VP, VHXH.
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